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A Research on Our Personal Data in the Digital Environment

Cemal Tathi*", Sercan Ozen?
Abstract

The aim of the study was to determine the perceptions and thoughts of low
awareness high school students regarding the effects of personal data sharing in
the digital environment, after examining the examples presented on the topic. A
holistic single-case study design was used in the research as a qualitative research
method. As part of the study, the participants were shown a historical documentary
called “Great Hack” about how personal data sharing could affect human life.
Before the interview, the purpose of showing this documentary to the participants
was explained as providing examples to students with low awareness about the
effects of personal data management, which is the main problem of the research.
Data were collected from students who watched the documentary and voluntarily
participated in the interview process. The majority of the participants were found
to have low awareness about personal data. It was revealed that the purpose of
sharing on social media is generally for getting likes and archiving information.
However, participants realized the risks such as manipulation of personal data,
turning it into a commercial product, and using it against them after seeing the
examples in the documentary. Additionally, the concept of psychological profiling
and the potential for addiction to constant advertising and content bombardment
were emphasized. It was concluded that the participants would be more cautious
and careful about sharing after gaining awareness from the documentary.
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The rapid development of technology has
increased the pace of both mass communication
tools and the internet. Fast-developing
technologies have also triggered the emergence,
use, and growth of social media, which works
in harmony with them (Baritci & Fidan, 2018).
Social media refers to communication
technology tools that allow people to share or
exchange information, ideas, images, videos,
and more on a particular network (Siddiqui &
Singh, 2016). In other words, social media is a
versatile and interactive online tool that enables
users to connect with others while performing
numerous functions over the internet (Mcpeak,
2013). Social media tools that make sharing
extremely easy, such as liking, sending
notifications, and reposting, facilitate the rapid
dissemination of information (Zengin, et al.,
2015).

People use social media tools for many
reasons, such as communicating, staying up-to-

date with current events, enjoying entertaining
content, meeting new people, searching for
information,  maintaining  communication,
sharing personal presentations and profile
information, accessing people's  contact
information, following people's photo sharing,
uploading photos, receiving or sending
messages, and more (Fuat and Him, 2013; Sahin
et al., 2016; Yildiz etl al.,2017; ince & Kogak,
2017). The emergence of social networks like
Facebook, Instagram, Twitter, and Google+
created new spaces for exchanging ideas and
life experiences. In the past decade, the interest
in instant messaging applications like
Whatsapp, Telegram, and others designed for
mobile devices has increased exponentially
through technology use (Deloitte, 2015).

Social media has become an integral
part of our lives, from shopping to email,
education and work tools. It has also begun to
play an important role in transforming people's
lifestyles (Siddiqui & Singh, 2016). This
transformative process is fueled by the digital
footprints that a person leaves behind by using
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social media and other online activities. Digital
footprints are traceable information that
consists of every kind of personal data sharing,
such as likes, search queries, GPS, location,
photos, videos, etc. when people are online
(Thatcher, 2014). The treasure trove of
information that people leave behind in the
digital realm has provided the opportunity to
better understand and meet individual needs.
With various digital footprints such as Spotify
playlists, Facebook profiles, Google search
queries, or mobile locations, users' personal
habits and preferences can be easily learned and
recorded (Chen & Wojcik, 2016). The
recording of our digital footprints on social
media has given rise to the field of big data,
which refers to the generation of large volumes
of data in recent years. Big data encompasses
internet searches, GPS logs, bank card
transactions, mobile phone activity records, all
interactions on social media networks, video
footage captured by cameras, and all kinds of
personal data in the digital realm (Olmedo, et
al., 2018; Sagiroglu & Simanc, 2014).

Digital footprints and big data have
provided  innovative  opportunities  for
psychologists to conduct theory and data-driven
field research (Chen & Wojcik, 2016). Research
at the intersection of psychology and computer
science has utilized big data from users'
personal information and interactions in the
digital space to identify their psychological
traits or profiles. This has led to the
development of techniques and processes that
can accurately and subtly predict the conditions
of large groups of people (Matz, et al., 2020).
One such process is psychological targeting,
which involves extracting psychological
profiles from digital footprints through
psychologically informed interventions to
influence attitudes, emotions, and behaviors of
individuals or groups (Matz, et al., 2020). There
have been various studies conducted using
psychological targeting and similar techniques.
For instance, Quercia, Kosinski, Stillwell, and
Crowcroft (2011) analyzed the Twitter profiles
of 335 individuals to make predictions about
their personalities. Youyou, Kosinski, and
Stillwell (2015) compared the accuracy of
human and computer-based personality
judgments using a sample of 86,220 volunteers
who completed a 100-item personality
guestionnaire. The study found that computer-
based predictions using digital footprints were

more accurate than those made using the
questionnaire. Furthermore, the study showed
that predicting individual decisions such as
substance use and political attitudes, as well as
vital outcomes like physical health information
using digital footprints, achieved higher
external validity and better performance than
self-rated personality scores (Youyou, Kosinski
& Stillwell, 2015). Another study showed that a
person's emotional state could be predicted
using wearable technologies and their
vocabulary could be predicted using
smartphone sensors (AlHanai & Ghassemi,
2017; Chao et al., 2017).

Along with the advantages that digital
footprints provide researchers, storing personal
data by social media companies (Mcpeak, 2013)
has brought some difficulties and risks in
personal data management (Lareki, et al.,
2017). Especially social media companies such
as "Twitter," "Facebook,” and "Instagram"
quickly record the personal data of people who
sign up for their pages. In this sense, leaving our
personal data on social media has begun to be
considered as one of the significant problems of
our age, as unauthorized institutions or
individuals can use it (Eroglu, 2018). In this
regard, the “Cambridge Analytica” scandal is
important in terms of showing us what kind of
dangers our digital footprints can bring. The
company Cambridge Analytica used the
personal data of around 200,000 Facebook users
to predict individuals' detailed psychological
profiles  (Heawood, 2018). Cambridge
Analytica classified Facebook users into the
categories of "openness”,“conscientiousness”,
“extraversion," “agreeableness” and
“neuroticism” to create a profile called
OCEAN. The purpose of the OCEAN profiling
system is to associate the results of the
personality test that the user voluntarily applied
with the user's likes and shares. Facebook asked
users for permission to access both their profiles
and friend list information for this purpose
(Tuttle, 2018). Although Facebook appeared to
collect data on about 200,000 users in essence,
the two access rights granted to the company by
users enabled the profiling system to have data
on 87 million users (Cadwalladr, 2018).
Cambridge Analytica tried to direct Facebook
users through some personal messages to assist
political campaigners in the United Kingdom,
the United States, and other countries, using this
profiling information (Matz & Netzer, 2017).
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The aim of these messages was to undermine
democracy by discouraging people from voting
(Matz, et al., 2020). Such psychological profiles
can be used not only in politics but also to
exploit some of people's weaknesses (Matz &
Netzer, 2017). For example, someone can target
individuals with addictive tendencies by using
online casino ads or prevent them from
receiving insurance ads. For these reasons,
Facebook has recently been criticized for
analyzing the emotional or mental states of
young people using their personal profiles
(Matz & Netzer, 2017).

In this age where it is difficult to hide
any kind of personal data and digital footprints,
creating individual awareness on personal data
management has become a necessity. It has
become important to emphasize that techniques
such as psychological targeting processes that
use digital footprints can create directed
perceptions on individuals and make personal
suggestions. For students who have low
awareness of personal data protection and
management in the digital world, it is thought
that examples provided on this topic can help
understand their attitudes and thoughts. For
example, according to a research by Statista,
64% of internet users worldwide were
concerned about the protection of their personal
data in 2020. This statistic shows that the
importance of personal data management is
increasing in the digital environment of today.
Pew Research Center's research has shown that
individuals who are conscious of personal data
management feel safer and more comfortable
on digital platforms. Therefore, raising
awareness among students about protecting and
managing personal data in the digital world can
help them develop skills to protect themselves
on digital platforms.

Being aware of personal data
management can also be important for students
in their future careers. Because many employers
expect employees who will work on digital
platforms to be aware of personal data
management. Therefore, increasing students'
awareness of personal data protection and
management can contribute to their feeling
more secure in both their personal and
professional lives. In this context, it is thought
that understanding the attitudes and thoughts of
high school students with low awareness about
the effects of personal data sharing in the digital

world after examining the examples provided
on this topic can be beneficial to emphasize the
importance of personal data management.

Method
Research design

In the study, a holistic single-case study design,
which is one of the qualitative research designs,
was used. The holistic single-case study design
is a type of design that deeply examines unique
or exceptional situations in a single unit of
analysis within a single context. This design
type is commonly used in clinical psychology,
especially when there is a specific problem,
illness, injury, confusion, or deficiency, such as
focusing on a single school that is a pioneer in
innovation without being limited by innovation
boundaries (Yin, 1994). To identify the
exceptional situation, the focus was on students
with low awareness of how leaving personal
data and interactions in the digital environment
would affect their lives. These students were
chosen because they have a lack of knowledge
or confusion about personal data management.
After examining examples of these students'
personal data management effects, their
perceptions and thoughts were planned to be
investigated.

Study group

The determination of the research participants
was conducted in two stages within the scope of
sampling methods. In the first stage, purposive
sampling was used. Purposive sampling
requires  selection from  successful or
unsuccessful situations for the selection of
samples relevant to the research purpose
(Marshall & Rossman, 2014). In the second
stage, matched sampling was used. The most
important feature of matched sampling requires
focusing on a single subgroup or a specialized
small sample in the universe relevant to the
research purpose. The schools in a region with
a lower socioeconomic level can be cited as an
example of this sampling type (Strauss &
Corbin, 2014). In this context, the group of
students with low awareness about personal
data management was attempted to be
determined in the research.

In the determination of research
participants, data was collected from 255 high
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school students who volunteered to participate
in the survey from two schools with the highest
and lowest academic achievement in Usak city.
However, data from 28 students who provided
incomplete responses to the survey questions
were excluded. The mean was calculated from
the total scores received by the remaining 227
students in the survey. Among these students,
152 high school students who scored below the
mean were identified as those with low
awareness about personal data management. In
the second stage, an announcement was made to
these students that a documentary screening
activity would be conducted as part of the
research and those who wanted to participate in
the data collection process voluntarily were
asked to participate in this activity. The students
who participated in the activity and completed
the data collection process voluntarily were
determined as the participants of the research.
Within this scope, the participants of the
research consist of 12 high school students, 5
males and 7 females. Based on the responses
given in the survey by 12 participants with low
awareness of personal data management, which
form the main data of the research, the
descriptive characteristics of personal data
sharing are as follows:
* Frequency of use: All participants use
social media frequently, around 5-6
days a week. However, 2 participants
share content on their social accounts
for 2-3 days, 2 for 3-4 days, 2 for 5-6
days, and 6 participants share content
every day.
* Purpose of use: 7 participants use
social media to share photos, videos, or
text, 9 to socialize or have fun, 9 to
follow their friends' posts, 11 to follow
the agenda, 9 to follow or share their
hobbies, and 11 to learn or share
information.
* Shared content: 11 participants shared
their real name on their social media
profiles, 7 shared their date of birth, 7
shared their place of residence, 6 shared
their education status, 2 shared their
school name, and 4 shared their
hometown.

Data collection
The data collection process in the study was

completed in two stages. In the first stage, the
researchers used a developed questionnaire, and

in the second stage, a semi-structured interview
form was used as data collection tools. The
questionnaire used in the study was used to
measure participants’ awareness of personal
data use on social media. In creating the
questionnaire questions, two experts, one from
the Computer and Instructional Technologies
field and the other from the Counseling and
Guidance field, were consulted for a draft
questionnaire prepared as a result of a literature
review. The experts provided suggestions not
only on the appropriateness and clarity of the
questions in the questionnaire but also on new
questions that could be added to the
questionnaire. Thus, the final version of the
guestionnaire consists of eight demographic
questions and seven statements regarding
awareness. The statements regarding awareness
in the questionnaire were answered by
participants as “Disagree,” ”No opinion,” and
“Agree.” The data collected from this
guestionnaire was used to determine the
participants who would be interviewed.

Before moving on to the second stage
of the data collection process, participants were
shown a historical documentary called “The
Great Hack” about how personal data sharing in
the study could affect people's lives. This
documentary is a 2019 Netflix production that
lasts a total of 2 hours and 19 minutes. The
documentary explains the data scandal caused
by the company called Cambridge Analytica
after the 2016 US presidential elections and
sheds light on the dangers of personal data
stored on social media. The purpose of showing
this documentary to the participants before the
interview was to raise awareness of the effects
of personal data management, which is the main
problem of the research, and to provide relevant
examples to students with low awareness. After
watching this documentary, students who
volunteered to participate in the interview
process were selected for the second stage of the
data collection process.

In the study, a semi-structured
interview form was used to determine the
perception and thoughts of students on the
effects of personal data management after
watching the historical documentary. In
creating the interview form questions, two
experts who completed their doctoral studies in
the Computer and Instructional Technologies
field and one expert from the Sociology field
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were consulted. It was ensured that the experts
were knowledgeable about the relevant
documentary. The experts were asked to
evaluate the suitability and clarity of the
interview questions for the research purpose
and provide suggestions on new questions that
could be added. Thus, the final version of the
interview form consists of nine questions. The
prepared interview form was applied to the
participants.

Data analysis

In the research, descriptive analysis techniques
such as frequency, percentage, and mean were
used to define the demographic information and
awareness levels of the participants in the
analysis of the data obtained from the
guestionnaire. Content analysis was used for the
analysis of interview data. To avoid using
participant names in the data set, student audio
recordings were coded and filed as K1, K2, etc.
The interview data set consisted of 12 audio
recordings totaling 200 minutes, with the
longest being 22.32 minutes and the shortest
being 11.28 minutes. The audio recordings were
transcribed into written text by two researchers
independently, and each researcher read the
data set twice without interruption.
Subsequently, the researchers divided the data
set in half and coded each sentence or
expression as a single word or word group
independently of each other. After completing
the coding stage for their own sections, the
researchers exchanged their coded data sets
with each other to check for shared codes that
were meaningful and consistent. In this way,
they tried to ensure consistency among codes.
Finally, the two researchers came together to
decide on themes that the codes could be
grouped into and determined the frequency of
the relevant code expressed by each participant.
Care was taken to ensure that the codes were
included in only one theme. In the coding stage,
the researchers used the Excel application from
Microsoft Office to prepare a coding template.

The coding template includes the accessed
code, theme, and the participant's code for the
expression and the participant who expressed it.
Additionally, the researchers used this template
to provide direct quotes from participants for
the presentation of the findings regarding the
codes and themes.

Validity and reliability

Research data has been stored both as digital
records and raw recordings to be used as
evidence in future research. Interview data was
recorded as audio to prevent data loss during
interviews.  Two  researchers  worked
independently to transcribe the interview data
from audio recordings during the analysis phase
of coding and themes. The researchers checked
the textual version against the audio recording
by listening to each other's transcribed audio
recordings. Raw data was coded by two
different researchers using the same method,
and a brainstorming session was held to ensure
that the codes were in a common language for
the presentation of themes. This approach
allowed for researcher variability in the study.
The coding file created for data analysis was
used for presenting the codes and themes,
including direct quotes. After the direct quotes,
researcher comments were added to increase
credibility in the research. The researchers
attempted to describe in detail all stages of the
research process, including research method,
participant selection and characteristics, data
collection, and analysis process, for other
researchers who may wish to repeat the study in
the future without concern for generalizing the
results.

Findings

According to the findings obtained from the
qualitative research interviews, 19 codes were
created under 4 themes. The frequency and
percentage values related to the themes and
codes are presented in Table 1.
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Table 1.

Frequency and percentage values related to themes and codes

Themes Codes N %
Seeking approval 6 50
Archiving memories 3 25

Purpose of sharing

Sharing just to sharing 1 8
Meeting new people 1 8
Hobby purposes 1 8
Manipulation 7 58

Turning into a commercial product 7 58

Perceived risks they

anticipate Life threatening 4 33
Psychological profiling 2 17

Virtual self 1 8

Addiction 1 8
Being watched/listened to 8 67
Indifference 4 33
Emotional states Tension discomfort 4 33
Being deceived/used 3 25
Worthlessness 2 17
Reading terms and condition 11 92
Behavior Change Reducing shares/liking 9 75
Request Raising awareness 5 47
Taking precautions 3 25

Purpose of sharing

The theme “Purpose of Sharing” contains 5
codes related to the purpose of sharing personal
data on social media platforms. Of the
participants, 6 stated that they use social media
for the purpose of “seeking approval,” 3 for
“archiving memories,”] for “sharing just to
share,” 1 for “meeting new people,” and 1 for
“hobby purposes.” Some of the participants'
statements regarding the codes are provided
below.

Participants K4 and K11 stated that they use
social media for the purpose of “seeking
approval.” Some of their opinions are as
follows:

“I think the need for approval comes
from my childhood. And people are
looking for something to motivate
themselves. Lack of self-confidence
expects to be supported by the approval
of others.” [K4]

“When I take a good photo or I look
good in the photo, of course, | like to
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share it and people liking it makes me
happy.” [K11]

Participants K1 and K8 preferred to
use social media for the purpose of
"archiving memories." Their opinions
on this are as follows:

“l usually take pictures with my friends
on days that have memories and | take
pictures when | see a beautiful
landscape.” [K1]

“Sometimes, since they are more
permanent on social media, | also share
my favorite photos that | don't want to
risk being deleted.” [K8]

Participant K9 stated that they use
social media for the purpose of
“sharing just to share”: “I share what
| share just to post something. So it
doesn't stay empty." [K9]

Participant K10 stated that they use
social media for the purpose of meeting
new people:

“People are curious about others' lives.
You can't ask someone you just met
about what they do or their family, but
when you check their social media, it's
not a problem. Of course, if it's not
private. After a while, you become
familiar and send a friend request, and
they accept it anyway since everyone
wants followers. So, when they see that
I'm a student, they accept it, and that's
it.” [K10]

Participant K11 stated that they use
social media for “hobby purposes”:

“l share photos on social media
platforms because it's like a hobby, for
example, like a photographer taking
photos and displaying them at an
exhibition.” [K11].

Perceived risks they anticipate

The theme titled “Perceived Risks They
Anticipate” contains 5 codes related to the

dangers that students think they may encounter
after watching a documentary. Accordingly, 7
of the students identified the danger of
“manipulation,” 7 identified the danger of
“turning into a commercial product,” 4
identified the danger of “life-threatening,” 2
identified the danger of “psychological
profiling,” 1 identified the danger of “virtual
self,” and 1 identified the danger of “addiction.”
Some of the participants' statements regarding
the codes are given below.

K3, K4, K8, K11, K12 expressed the danger of

“manipulation” on social media platforms as
follows:

“Our emotional changes can affect our
choices. For example, we may receive
unwanted information while we are
distracted. We may think wrongly, etc.”
[K3]

“For example, the closest example of
this is YouTube. Things that you watch
there keep appearing in front of you,
and they influence you. They direct you
with your personal information to what
they want, or to the opinion they want. ”
[K4]

“Well, let me tell you what to do now.
Probably many people, including
myself, have our likes collected, and
common opinions or things that people
like or dislike are perceived, and they
will try to direct people's opinions by
presenting the things they like in front
of them.” [KS8]

“I'm thinking. For example, if my views
reach the hands of a group who wants a
conflicting view or wants me to have a
conflicting view, or if my indecisiveness
is affected by the advertisements that
they will send me or any sites that
appear in front of me, which is very
common on sites like Instagram, in the
Explore or Featured sections. They will
try to change my opinion, so I'm
thinking about it.” [K11]
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“I realized that they determine what |
like and change my opinions and
ideas.” [K12]

Participants K6 and K9 have expressed
the danger of "turning into a
commercial product-competition” on
social media platforms as follows:

“They see me as a commercial product
because my thoughts are not important
to them. As long as they make money,
it's enough for them.” [K6]

“I want them to compete with each
other, but | don't want them to affect
me.” [K9]

Participants K4 and K5 have described
the "life-threatening™ situation on
social media platforms as follows:

“Maybe I will have a stalker, and |
don't know it yet. Years later, he might
pose a threat to me.” [K4]

“For example, [ think they can
blackmail me. If | make a mistake on
social media, they can say to me 'do
this, don't share that,' and blackmail
me.” [K5]

Participants K3 have expressed the danger that
can arise from “psychological profiling” on
social media platforms as follows:

“They understood what I like and what
| want, and they used that to influence
me. They created a psychological
profile and directed me to what they
wanted, and somehow they connected
with me and directed me to what they
wanted. They figure out the person and
give them the information they want
according to their profile.” [K3]

Participant K12 has stated the
following about the creation of a
“virtual me” based on personal data:

“I didn't know much about data before
watching the documentary. After
watching the documentary, | realized
that websites and applications like

Instagram collect my personal data and
create a virtual me.” [K12]

Participant K2 has described the
“addiction” code that leads to video
recommendations similar to previously
watched videos as follows:

“Usually, when I watch TV series or
trailers on Instagram or YouTube, they
keep showing me those TV series or
trailers even if | only watch a few
videos. | know that | am addicted to
them because they keep showing me TV
series that | have never watched
before.” [K2]

The emotional states

“The Emotional States" theme includes 5 codes
regarding participants' feelings about the
potential dangers they may face in the future
due to their personal data left on social media. 8
students expressed the feeling of “being

watched/listened to”, 4 expressed
“indifference”, 4 expressed
“tension/discomfort”, 3 expressed “being
deceived/used”, and 2 expressed

“worthlessness”. Some of the participants'
statements regarding the codes are given below:

Participants K2, K3, K8, K11 expressed the
feeling of “being watched/listened to” on social

media with the following statements:

“For example, the other day I was
talking with my friends about pasta. |
opened my phone and while browsing
on Google, its advertisement appeared
in front of me.” [K2]

“After talking about something, the ads
about it start to appear everywhere
after a while. It's like my phone is being
listened to.” [K3]

“So, for instance, I looked at a bag on
Instagram, and after that, when I
browse through stories, stories about
bags started to appear in front of me.”
[Ke]

“After talking about a subject next to
my phone or texting about personal
issues on WhatsApp, ads about that

8
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subject appear.  Especially on
Facebook, this happens a lot.” [K11]

Participants K4 and K8 expressed their
feelings of “indifference” on social
media platforms with the following
statements:

“I don't think their actions will harm
me.” [K4]

“I don't think my decisions can be
manipulated.” [K8]

Participants K2, K3, K8, K9 expressed their
feelings of “tension /discomfort”on social
media platforms in the following ways:

“When you share your location, the
other person can see where you are,
where you go, and what events you
attend. This bothers me.” [K2]

“I started to feel like my photos were
being watched constantly, and | became
scared of it within two days.” [K3]

“The documentary talked about our
personal data being taken, used, and
even  analyzed for  character
assessments. This also made me
uneasy.” [KS8]

“Knowing that my information will be
stored makes me nervous. It's like
someone else has my information, even
if | delete it. | delete it so that no one
else can see it, but it still exists. That's
what makes me nervous.” [K9]

Participants, K4 and K8 expressed
their feelings of “being deceived/used”
on social media platforms in the
following ways:

“They're trying to bring the society to a
certain point, not me. That's why they'll
use me.” [K4]

“I feel used. It's like being part of a big
game. And if they can get unwanted
information about me and use it, and
even change my opinion with it, I think
they're using me. And as a human

being, that might be one of the last
things I want.” [K8]

Participants K4 expressed their
feelings of “worthlessness” on social
media platforms in the following ways:

“Are my personal thoughts and life
really that worthless that they are
presented to them as a commercial
tool?” [K4]

Behavior change request

The theme named “Behavior Change Request”
contains 4 codes for participants to take
precautions against the dangers that may arise
from personal data and digital footprints left in
social environments. According to the
responses of the students, 11 of them indicated
“reading the terms and conditions”, 9 of them
“reducing sharing/liking”, 5 of them “raising
awareness”, and 3 of them “taking precautions”.
Some of the statements of the participants
regarding the codes are given below.

Participants K6 and K11 stated their intention to
“read the terms and conditions” on social media
platforms as follows:

“I started reading more carefully after
watching the documentary. I will try to
read it more carefully.” [K6]

“I am planning to read them after
watching the documentary. | wasn't
reading them before the documentary.”
[K11]

Participants K2, K4, K8, K9, K12
expressed their “reducing
sharing/liking” behavior on social
media platforms as follows:

“Since the day I watched the
documentary, | can't share or like
photos as freely as before. It bothers
me.” [K2]

“I made a sentence for myself: Here
you are a closed person. I used to send
open photos to my girlfriends. | told
myself not to do it anymore.” [K4]
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“Even the likes on social media have
changed for me. Because | thought they
could understand the sites I liked and
the things I didn't like. | started liking
photos less.” [KS8]

“After watching the documentary, [
couldn't share anything. | was really
affected. I couldn't share anything.”
[K9]

“Before watching the documentary, |
used to share where | was, with whom,
and what | was doing on my social
media accounts, but after watching the
documentary, | pay more attention to
what I share and generally do not share
my personal data.” [K12]

Participants K1, K7, K9, K11 expressed
their ‘“‘awareness-raising” situations
on social media platforms as follows:

“After watching the documentary, even
though we know we are safe, we become
aware that our data can be exposed.”
[K1]

“In many documentaries, even the
smallest things we do can be used in big
elections or events that may change the
fate of the world.” [K7]

“I will continue to research from now
on. My awareness has increased.” [K9]

“Well, I already knew these things, but
| didn't know they had such an impact
on elections, political events, or
people's lives. | learned that they have
such a big political impact.” [K11]

Participants K1, K4, K8 expressed their
“taking precautions” situations on
social media platforms as follows:

“After watching the documentary, we
can take precautions regarding
sharing, information, and security with
ourselves and those around us.” [K1]

“After watching the documentary, I told
myself: | wasn't already sharing photos,
but if 1 organize myself better, it might
be good.” [K4]

“So in this case, | don't want too much
of my identity or views to be used by
people. 1 want them to remain
confidential. And since the use of these
things is not something I like, there has
been a change in my social media usage
here.” [K8].

Discussion and Conclusion

Conclusion, Discussion and Recommendations
In the study, most of the participants with low
awareness about personal data stated that they
share information on social media for the
purpose of being liked and archiving their data.
Lee and Kim (2014), in their study aimed at
inferring the relationship between individuals'
personal presentations on Facebook and their
personal characteristics, noted that individuals'
desire to be liked is what prompts them to share
their personalities on social media platforms
like Facebook. Giirbiiz & Oztiirk (2021) have
demonstrated in their research that there is a
positive relationship between personal data
sharing and the desire for likes. Studies have
shown that some social media users' desire for
likes leads them to share their personal
information (Giirbiiz & Oztiirk, 2021).
Therefore, it can be said that the desire to be
liked is at the core of some individuals'
willingness to share their personal data.

In the study, participants also
mentioned that they were influenced by the
examples they saw in the documentary about
the personal data they leave behind and the
digital footprints they create, and that this data
could be used to manipulate their future
opinions, turn them into a commercial product,
or even be used against them in problematic
situations in the future. Indeed, it is known that
some institutions in our country and around the
world request and examine the addresses of
individuals' social platforms during the job
application process. Any part of the posts made
until then can affect the decision to hire or not,
and may even damage relationships (Qualman,
2011). Additionally, the participants mentioned
that the concept of psychological profiling,
which is frequently mentioned in the
documentary, could be used to create a virtual
identity and that they could be made addicted to
certain objects by constantly presenting them
with advertisements, videos, and photos based
on their likes, as their movements are tracked on
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social media. In fact, with the intersection of
psychology and computer science in research
today, it is possible to define individuals'
psychological characteristics or profiles by
accessing all kinds of personal data and
interactions left in the digital environment, and
to carry out the events that the study group
focused on. Matz, Appel, and Kosinski (2020)
refer to this situation as the psychological
targeting process in their study.

In the study, participants expressed that
they felt a sense of being watched, tension,
used, and worthlessness after watching
examples of how personal data and all kinds of
interactions left on social media affect people's
lives. Indeed, Eroglu (2018) stated in his study
on privacy and personal data in digital life that
the unauthorized use of personal data by
individuals and institutions is perceived as one
of the major problems, and personal data should
be evaluated within the concept of privacy for
people to move comfortably in the digital
environment.

As a result of the awareness gained by
the study group after watching the
documentary, they stated that they will now
read the user terms and conditions when signing
up for social media and other web
environments, reduce sharing of personal
characteristics and emotions in their posts, and
take precautions when sharing. This shows how
a real-life example of personal data can have an
impact on students who are not aware of the
importance of personal data.

Recommendations

Informative campaigns could be carried out to
educate individuals about how their personal
data can be used for psychological targeting and
how it may affect them in the future in digital
environments. These campaigns may include:

* Establishment of informative social platforms
to educate individuals about the security of
personal data.

* Design of social platforms in a way that
facilitates individuals' privacy goals (Matz,
Appel, & Kosinski, 2020).

* Providing education on personal data sharing
from an early age.

* Creation of informative public service
announcements using real-life examples.

Limitations

Our study has some limitations. Firstly, the
number of participants is limited, so the results
cannot be generalized. Additionally, since the
data is based solely on participants' self-report,
response bias or subjective issues may arise.
Lastly, since only one documentary was used in
our study, the results may differ with different
documentaries or methods.
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